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What's a daemon?
Wikipedia:

In Unix [...] a daemon 1s a computer program that runs
in the background

Typically daemons have names
that end with the letter "d"

That's pretty much 1it...



What do daemons do?

—ork 1tself to background

L.0g to system | og

Run as a | ess privileged user
Run In a jail

Start during boot

Save Its pidto file




Working::Daemon

= One of many CPAN daenon nodul es
= Art hur Ber gman

= Still being devel oped

(1 oggi ng does not worK)
(the source is the pod)



daemon.pl

use Wor ki ng: : Daenon;
our $VERSI ON = 0. 45;

ny $daenon = Wor ki ng: : Daenon- >new ) ;

$daenon- >nane("t est daenon") ;
$daenon- >st andar d() ;

while (1) { sleep 60; }



Detault arguments

[ erwan@ ookfar ~]$ ./daenon.pl --help
[start | stop | restart | status]

--version

- -group=str

--pidfile=str

--user=str

- - no- daenon

--hel p

- -f or egr ound

- - nanme=str

- -l ogl evel =i nt

- - no- chr oot



start/stop/status

[ erwan@ ookfar ~]$ ./daenon. pl
info - Starting 'testdaenon'

t est daenon started on 49835
[erwan@ ookfar ~]$

[ erwan@ ookfar ~]$ ./daenon. pl status

49835 s003 S 0:00.04 testdaenon - waiting for child 49836
49835 s003 S 0:00.04 testdaenon waiting for child 49836
testdaenon i s runni ng on 49835

[ erwan@ ookfar ]$ ./daenon.pl stop

49835 s003 S 0:00.04 testdaenon - waiting for child 49836
49835 s003 S 0:00.04 testdaenon - waiting for child 49836
49835 s003 S 0:00.04 testdaenon - waiting for child 49836
49835 s003 S 0:00.04 testdaenon waiting for child 49836
info - sent SIG@NT to 49835 - maitlng on stopped pid 49835
Info - exiting master session testdaenon - child is 49836

i nfo - Stopped testdaenon on 49835



Starting during boot

A script using Wrking::Daenon 1S
already an /etc/init.d start/stop
sScri pt

# In -s /etc/init.d/ daenon /your/bi n/ daenon. pl



Testing from terminal

$ ./daenon.pl --no-chroot --foreground --pidfile=./pid



Under the hood

$daenon- >st andar d() ;

Real | y does:

$daenon-
$daenon-
$daenon-
$daenon-

>parse_options(@);
>do_action();
>change_root () ;
>drop_privs();



The undocumented API :)

Attri butes:
user, group, pidfile, log |evel, chroot, foreground,
daenon, nane
Met hods:
= $d->parse_options()

$d-
$d-
$d-
$d-
$d-
$d-
$d-
$d-

>change_r oot ()

>drop_privs()

>par se_options()

>mite pidfile(), $d->delete pidfile()
>spawn_wor ker _chi | d()

>daenoni ze()

>l s_runni ng

>get pid



Droping privileges versus tainted mode

Droppi ng privil eges:
$< = $> = 3Juid;
$( = 9) $qi d;

O . $daenon->drop_privs();

Perl turns on tainted node automatically.
Systemcalls (open, unlink) wll fail.

Sol ution: open filehandl es before droping privileges.



Droping privileges versus tainted mode

use Wor ki ng: : Daenon;
our $VERSI ON = 0. 45;

ny $daenon = Wor ki ng: : Daenon- >new) ;
$daenon- >nane(' t est daenon');
$daenon- >user (' t est daenon');
$daenon- >gr oup(' nobody' ) ;
$daenon->pidfile(”/tnp/testdaenon. pid’);
$daenon- >chr oot (0) ;

$daenon- >par se_opti ons( GARGVY) ;
$daenon->do_acti on();

# open files, set signal handlers...

# now ok to swwtch to tai nted node:
$daenon->drop_privs();

while (1) { sleep 60; }



What next?

= Working: : Daenon is still under devel opnent
= As of version 0.31, this does not work:

= Loggi ng

= Cl eani ng up chroot

= But 1t does a lot of things right :)



No pt’oblem-
We gl Questions
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